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O pabote Al Red Team

J.E. Hamuor, E.B. 3yGapeBa

Annomayua — bBpicTpoe pacnpocTpaHeHHe NPHIIOKEHHI
MAIIMHHOTO 00yYeHHsI, OCHOBAHHBIX HA OOJLIIMX SI3BIKOBBIX
mogeasax (ChatGPT wu T.m.) mnpuBiIeKkI0 BHUMaHHE K
W3BECTHOH Tmpo0jeMe CHCTEM MAIIMHHOrO OOy4YeHHS] —
cocTA3aTeJbHBIM aTakaM. TakHe aTakum MPeICTABJSIOT
co00if crmenuaJbHbIe MOAM(HKALNMM JAHHBIX Ha Pa3HbIX
Tanax CTAaHJAPTHOIO KOHBeliepa MAaIIMHHOIO 00y4eHust

(TPeHHPOBKA, TeCTHPOBAHHUE, HCIOJb30BAHUE), KOTOpPbIE
Npu3BaHbl JH00 BOCHPeNsiITCTBOBATH palore  cucTeM
MALIMHHOIO  o0y4yeHusi, Ju00 Jgo0MThCA  Tpedyemoro

aTaKkyoueMy CHeNuaJbHOr0 MOBeJeHHs] TaKux cucrem. B
MOCJIE/IHEM CJIyYyae ATAKYIIIMil O00bIYHO :KeJIaeT J100MThCs
TOro, 4ro0bl O0y4eHHasi MOJeJb CHEHUAJBHBIM (HYKHBIM
aTaKkyolieMy) Ccmoco6oM pearupoBajia Ha oOmpeeJeHHBIM
0o0pa3oM TOATOTOBJIEHHBbIEe BXOAHBbIe MaHHble. EcTh Takike
KJacchl aTaK HAa MOJEJIM MAIIHHHOTO 00y4YeHHsI, KOTOpbIe
cnenuaJbHBIM 00pa30M ONMpalIMBaOT padoTaoIe MOIETH €
HeJIbI0 MOJyYeHUsI CKPBITOH WH(poOpManuu, HCNOJb30BAHHOM
npu  oOydyeHHH Mofean. Bce mepeuHcieHHbIe aTaKu
JOCTATOYHO MPOCTO PeaJM3YIOTCS M 51 OOJIBIINX SI3BIKOBBIX
MozeJieli, YTO OTKPBLIO IJIa3a OM3Hec-co00IIecTBY HA peajbHO
CYLIeCTBYWOIIYI0 MpodieMy — Ku0epOe30macHOCTh CaMHX
CHCTeM MAIIMHHOTO 00y4eHHs! (MCKYCCTBEHHOI0 HHTELJIEKTa).
OTBeTOM C€TAJI0 YCKOPEHHOE CO3AaHHe MOApAa3AeJeHui
KOpPNOPAaTHBHOH  KH0ep0e30macHOCTH, KOTOpbIe JIOJKHBI
TeCTHPOBATH CUCTEMbI HCKYCCTBeHHOro nHTesuiekTa — Al Red
Team. IIpuHIMNBI MOCTPOeHHsI W PaboOThI TAKMX KOMAHI H
paccMaTpUBaKOTCS B JaHHOM cTaThe.

Kniouesvle c106a—uCKyCCTBEHHBIN HHTEJJIEKT, MAIINHHOE
o0y4yeHue, Kudep0e30nacHOCTb.

1. BBEJEHME

Tepmun Red team (kak u Blue team), nmpuMeHHUTETBHO K
KuOepOe30MacHOCTH, JIOCTaTOYHO [AaBHO SIBISETCS  YXKe
0o0mIeynoTpeOMMBIM M TPAKTyeTCss OMHO3HAYHO. BHyTpH
KOMIIaHHU (Hampumep, B MOZIpa3eeHUH
KnOepOe30macHOCTH) €CTh TPYNIBI COTPYIHHUKOB, KOTOPHIE
paszeneHsl Ha fBe koMmaHbl: Blue team u Red team. 3amaua
Blue team — 3amumats UT-uH(bpacTpyKTypy KOMIaHUU U
NpeNOTBPAIIaTh WHIUJICHTHI HHOOPMAITMOHHOH
Oe3omacHocTH, 3aa4a Red team — Ha06OPOT, UMUTHPOBATH
aTakl Ha WHQPACTPYKTYpY, HMHTHPOBaTh JCHCTBHS
KUOEpIPECTYITHUKOB M HAXOAUTH YA3BUMOCTH B CHCTEME
3alIUTHL.  PerymspHble  ydeHWs TaKoro poia  ecTb
HEOThEeMJIEMass 4acTb paboTHI JIFOOOH CEephe3HOHM CIyKOBI
kubepbezonmacHocTr. EcTh maxke meNbIii PBIHOK YCIYT IO
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OIICHKEC KH6ep3aHHHHeHHOCTH, Koraa CTOpOHHUE Red team
KOMaHAbl TECTUPYIOT 3allIUTY 3aKa34YHNKOB.

Haumnas c nmera 2023 roga MOXXKHO HaOJIOATh PE3KHN
POCT ITyOJTUKAIHIA O CO3/TAaHUU U paboTe TaK Ha3bIBaeMBIX Al
Red Team. Bne3zanHo oOka3ajioch, YTO Takoro poja
MOZIpa3/ieNieHns] CO3/IaHbl, YCIEIIHO paldoTaroT M Jaxe
BBIXO/ISIT Ha TIEPBBI TUIaH B KHOepOE30MacHOCTH BO MHOTHX
Oonpimnx kommaHusx. Hampumep, Google [1], Microsoft
[2], OpenAl [3] u T.n. OTo KoMaHap! Red team, koTopbie
aTakyloT npunoxeHus VckyccrBeHHoro mHTemekra (Al —
Artificial Intelligence).

Ha npaxtuke, MICKyCCTBEHHBIM MHTEIIIEKT CETOJHS — 3TO
MalmHHoe oOydeHue. EcTb, KOHEYHO, TaK Ha3bIBa€MBI
cunbHBIM MckycctBenHpld uHTEWIeKkT (AGI), HO 10 ero
MPaKTHYECKOrO MPUMEHEHHS ellle OTHOCHUTENBHO JIaJIeKo, a
TO, YTO €CTh — ITO TaKKe MallHHOe o0y4eHue. Hampumep,
¢dpeiimBopk OpenAGI — 310 OonbIIHE S3BIKOBBIC MOJICITH
(LLM) wu oOy4eHue c (RL) [4].
CoO0TBETCTBEHHO, C TpakThdeckoil Touku 3penus, Al Red
team — 9TO KOMaHAbI, KOTOpbIE aTaKylOT CHCTEMBI
MAaIIMHHOTO 00yYIeHUsI.

TMOAKPEIICHUEM

Ha, cuctembl MamMHHOTO OOY4YeHMs IIOABEP)KEHBI TaK
Ha3bIBAEMBIM COCTS3aTeNbHBIM aTakaMm [S5]. Takue ataku
IPENCTaBISIOT cOOOH clielranbHble MOIU(UKALMN JaHHBIX
Ha BCeX OJTalax CTaHAApTHOIO KOHBEHepa MAaIlMHHOIO
00y4eHHns, KOTOpBIE INPU3BAHBI JHOO BOCHIPENSITCTBOBATH
paboTe cucTeM MAIIMHHOTO OOydYeHus, JH00 JOOUTHCS
TpeOyeMOro aTaxyolleMy CHEeHAILHOI0 MOBEAEHUS TaKHUX
cucreM  (OmpeneNeHHOM  peakuud Ha  CIIeNUaJIbHO
MOATOTOBNICHHbIE NaHHble) [6]. Ecrh eme ¢opmbl atak,
KOTJja aTaKylOIIWi CrenuagbHeIM 00pa3oM (opMymupyer
3ampockl K MoAemsiM (3To Kacaercs mpwioxkeHuit MLaaS -
Machine learning as a service), 4ToObI TOTYYUTh KaKYIO-TO

JIOTIOTHATETHHYIO UHPOPMAIIIIO (mammpumep, 0
TPEHUPOBOYHBIX HAOOPAX JaHHBIX U T.IL.).
VMmeHHO  cocTA3aTenbHBIE — aTaky,  CBA3aHHBIE  C

MoOIU(UKaNKel TaHHBIX, SBITIOTCS OCHOBHOW TpOOIIeMOi
JUIL TIPUMEHEHHsS MAIIMHHOTO OOYYeHHS B KPUTHYECKHX
NPUIOKEHHUSX (ABHOHMKA, aBTOMATHYECKOS BOXKICHUE H
T.11.) [7]. EcTecTBeHHO, YTO C TOSBIICHUEM aTaK Ha CHCTEMBI
MAIIMHHOTO OOYYeHHs CTalIH pPa3padaThIBaTbCA W METOIBI
3aMMUThL. DTO KACAIOCh KaK MOMU(PUKAIMN TPEHUPOBOUHBIX
MaHHBIX (aTaku otTpamieHus [8]), Tak m MoaupUKAIH
BXOJIHBIX JJAHHBIX HA JTAre MCTOIHEHHs (aTaKu YKIOHCHHS
[9]). Ho moka B 3TOM COpEeBHOBAaHWHM aTaKk M 3alluT
MPEUMYIIIECTBO Ha CTOpOHE aTakyromux. CocTs3arenbHas
aTaka — 3T0 Moaupukanus naHHBIX. MoauduIMpoBaHHBIC
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JIaHHBIE — TO TaKHe e JaHHbIE, KaK U ucxonusle. [loaTomy
HET HUKAaKOr0 YHUBEPCAJIBHOIO ‘‘aHTHUBHpYCa”, KOTOPBIHA
orpezensit Obl Bce BO3MOXHBIE aTakd. C Ipyroi CTOpPOHEI,
HU3MEHATH JaHHBIE MPOILE, YeM M3MEHATh KOJ. DTO 3HA4MT,
YTO W COCTA3ATENBHBIX arak Oyzmer Ooiblle — WX IPOIIe
CampiM  OONBIIMM  CHIEPKHUBAIOIINM
aTak sBIAeTCd, Ha caMOM JeIe,
BO3MOXKHOCTb  OCYIIECTBIICHUS
Hampumep, a1 Moaupukanuy JaHHBIX Ha  JTame
TPEHUPOBKH TpeOyeTcs TMOJIYy4UTh JOCTYl K OTOMY
TpeHHpPOBOYHOMY HabOopy. Hampumep, ecnmm pasmerky
JaHHBIX OTJAJIM HA AayTCOPCHHI, WIM pPa3pabOTIUKH
3arpy3wsid Y)Ke OTpPaBJICHHBIH HAa0Op NaHHBIX W T.J. B
KOHKPETHOM CITy4ae TaKoro BIIOJJHE MOXKET HE OBITh.

OpraHn30BaThb.
MOMCHTOM JJIA

IIpaKTU4ICCKas aTaKu.

[To HameMy MHEHMIO, €CTh HECKOJIBKO MOMEHTOB, KOTOpBIE
MIPUBENM K B3pHIBHOMY HMHTepecy K Hampasienuto Al Red
team. Bo-nepBbIX, 3TO, 0E3yCIOBHO, MOATBEPKIEHUE TOTO
(hakTa, 4TO MPUIOKEHHUSI MAIIMHHOIO OOYUEHHUS! CTAHOBSTCS
sapoM Ow3Heca KommnaHuil. PeanbHoe monTBEpKACHHE
IIMPOKOTO  PACIpPOCTPAHEHHUS  CHCTEM
UHTEJUIEKTa U, COOTBETCTBEHHO, HEOOXOIMMOCTh MEPEUTH K

HCKYCCTBEHHOI'O

NPaKTHYECKHM acleKkTaM 0e30MacHOCTH CHCTEM MAaIlMHHOTO
o0yuenus. M3 akageMu4ecKkon JUCITUILTHHBI 3TO CTAHOBUTCS
a0COMIOTHOM  mpakTukod. OTMETHM, YTO MAIIMHHOE
o0yueHHe MIMPOKO HUCIIONB3yeTcss U B KHOepOe30macHOCTH,
TaK 4YTO aTaKu Ha CHUCTCMbI MAallIMHHOI'O 06y1{eH1/1${ — 3TO, B
TOM YHCIIe, U aTaKU Ha CUCTEMBbI KHOEP3aIlUTHI.
Crenyomuii MOMEHT, CUIIBHO TOBJIMSBIINI Ha OBICTPBIi
MEepeXo K IPAKTUKE — 3TO OOJIBIIME S3BIKOBBIE MOJIEIH
(LLM). HNmenno ChatGPT u mnocimemoBaBimMe 3a HHM
aHAJIOTMYHBIE MOJENH CTajld PaclpOCTpaHAThCs ObIcTpee
BCEX JIPYrMX HPHJIOKEHHH MCKYCCTBEHHOIO MHTEJIEKTa. A
BeJlb 3TU CUCTEMBI TAKKE I0/BEPKEHbI aTakaM. LLM Moryr
o0y4aTbcsi Ha CIENUATIbHO IOATOTOBIIEHHBIX JOKYMEHTaX
(aTaku oOTpaBNeHHS), MOXHO CIEHHANBHBIM 00pazoM
TOTOBHUTH 3ampochl (prompt engineering, KOTOpBIH Oyaer
BBICTYIIaTh aHAJIOrOM aTak ykiIoHeHus). Ilmtoc, Takoro ponga
CHCTEMBl ~ MOTYT  HCIONB30BaThCAd OISl MOATOTOBKH
BpenoHocHoro konrteHta [10]. CoorerctBenno, LLM
MIPOCTUMYJIUPOBAJIM UHTEpeC K Oe3onacHoctu cucrem UU.
Hy u B kaudectBe mocienHell NpUYMHBI MOXHO Ha3BaTb
SIBHBIA MHTEpec K peryaupoBaHuto cucreM WU. Ilpu stom
HE TOJNBKO I'OCYAAapCcTBA, HO M PYKOBOAWTENN KPYHMHEHIIHX
kommanuii  (OpenAl, Microsoft u Google) myOmuaHO
BBICKa3bIBalOTCSl 3a perynmupoBanne MU wu  nmpoomsr
BCTPEYN C MHPOBBIMH JHIAEpPaMHU. | eHEpanbHBIN JUPEKTOP
OpenAl (ChatGPT) Com AnpTMaH OTIIpaBHICS B MHPOBOE
TypHE, 4YTOOBI BBIPA3UTh MOAAEPKKY HOBBIM 3aKOHaM,
BKItouas mpencrosmmii 3akoH EBpomeiickoro Coroza 00
nucKyccTBeHHOM wmHTesuekTe. Kommanus OpenAl Brigenser
TpaHTHl pa3paboTKy cpen ympasueruss U [11]. [Ipesunent
Microsoft mosropun npu3bBel OpenAl x arenrcrBy CIHA
mo perymupoBanno MUW. I'enepanpreni mupekrop Google
Cynpmap Ilwuan cormacuicst COTpyIHHYATh C €BPOMEHCKUMHU
3aKOHOJATENSIMU JUIA pa3paborku «makta o6 HMM» —

Habopa JOOPOBONBHBIX MPaBWI, KOTOPBIM Ppa3pabOTIHKH

JOJDKHBL CJIEJ0BaTh OO0 BCTYIUICHHUA B CHWITY IIpaBUII EC.
HeCOMHeHHO, OTOT TIIPOLCCC YCKOPWIICA HMMCHHO H3-3a
yCcuexoB OOJIBIINX S3BIKOBBIX MOHeHeﬁ.

B nanHO# cTaThe MBI XOTHUM OMHCATh TEKYILEEe COCTOSHHE
nen mo ¢opmupoBanuto u padore Al Red Team. Cratbs
SBJSIETCS YacThIO CEPUM ITyOJNMKALMi, HANWCAHHBIX IS
MOZIEP’)KKM MarucTepckoi mporpammsl dakyiasrera BMK
MI'Y umenn M.B. JloMoHOcOBa 1O KHOEpOE30IMaCHOCTH
(coBmectHO co Coepbank) [43].

OcraBasics 4acTh CTaTbU CTPYKTYPHPOBAHA CIIEYIOIIIM
obpazom. B pasmene Il paccmatpuBatorcs 3amaun Al Red
Team. Pazznen 11l nocesiten ¢peiimoBopky Google SAIF. B
paznene IV paccMaTpuBaroTCsi  Ipyrue  JOCTYIHBIE
¢peiiMBopkn ¥ mporpamMMmHble UHCTpyMeHTHI aiust Al Red
Team. 1 paznen V comepXut 3aKiroveHue.

II. 3A1A4M AI RED TEAM

B crartbe [12] (B34 BEeHUypHOTO HHBECTOPA) OTMEYAETCS,
YTO peleHHs Ha OCHOBE MAIIMHHOTO O0YyYeHHs OTIINYaI0TCs
OT TPaJUIMOHHOTO MPOrPaMMHOr0 o0ecredeHus, B IepBYIO
ouepenp,
TJIAaBHBIMK 3a7adyaMH JHPEKTOpa I0 KuOepOe30macHOCTH

HEIETEPMUHUPOBAHHOCTbIO.  COOTBETCTBEHHO,

CTAHOBATCA MPO3PAYHOCTD, YIPABJICHUC U ayAUT IJIS TaKUX

npuioxkeHnid. Bo3aMoxHble  TpoOieMbl  Ge30MacHOCTH
npenjaraeTcs pasfenuTh Ha CTaTHdeckue (IpoOiemMbl
APXUTEKTYPHI) u JTUHAMUYECKUe (pobnemsl
UCTIONB30BaHMA). ABTOpP paccMaTpuBaeT 0e30MacHOCTh

cucteM WM mo anajmormu ¢ 0€30macHOCTBIO OOJAYHBIX
CHCTEM, IIOJYEPKUBAs, YTO HEOOXOIUMO BpEMS, YTOOBI
BbIpaboTaTh MOAXOABI K Oe3omacHocTH. be3zomacHoCTb
cucrteM MU ceifyac tam, rae ObU1a 0€301aCHOCTE OOIAYHBIX
CHCTEM B CaMOM Hauaje MyTH. Bo3MoxHbIE TPOOJIEMBI C
0€30MacHOCThI0 KOH(DUTYPAIMY UITH CUCTEMbI HCIIOTHEHHS —
9TO M €CTh HampaBlieHUs Toucka ys3Bumocrer st Al Red
Team. A olleHKa PHCKOB KacaTellbHO YKa3aHHbBIX MpoOiieM
— 9TO ayauT cucteM VICKYyCCTBEHHOrO HMHTEIICKTa
(MammHHOTO 00YJEHHS).

C TOYKM 3peHHs apXUTEKTYpbl (KOH(UTYpalyu) CHCTEMBI
npeiaraeTcsi pacCMaTpHBaTh CIEIyIOIIee:

1.  TlpoucxoxaeHue  JaHHBIX |
ucrons3oBanus. OpraHn3anusM HEOOXOONMO YOEeTUThCS,
gyto oOHM (WM wX mocraBmukd M) cobOmomaror
HOPMaTHBHBIC TPEOOBAHMS K MOJIUTHKE XPAHCHUS, XPaHECHHS
M UCHONB30BaHUS  JIAHHBIX  COOOPa3HO  MMEIOIIAMCS
peryastopasM TpeboBaHMsIM. Ha camom 6a30BoM ypoBHE
UM HEOOXOJMMO 3HATh, OTKyJa B3SUIUCh JIaHHBIC, WU
SIBIISIFOTCSI JTH OHU KOH(HICHIIMATBHBIMHU WJIH MPEAB3STHIMU.
Kpome Toro, opraHuzaiuu JO/DKHBI 3HATH, MPEJCTABISIOT
JM JAHHBIC FOPUIUYCSCKUI PUCK W3-3a aBTOPCKUX MMPAaB WU
JUIEH3UOHHBIX ~COTJIANICHHH C OTKPBITBIM  HCXOTHBIM
KOZIOM.

ITOJIMTUKH nux

3amemum om cebs, umo aw0b6as 3azpy3Ka CMOPOHHUX
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damacemog - 3MO PUCK NOJYYUMb OMPAGIeHHble OaHHbIE.

Coomeemcmeenno,  HYJICHbL  npoyedypvl  NpOGePKU
(ouucmku)  3aspysxcaemvlx  Oamnvix. Hy —a  onsa
uccreoosamenei  ys3eumMocmell - 2mo nouck

BO3MOIHCHOCMU Oompaelerusd OAHHDIX.

2. Wpentnduxaroper arentroB MNUW. HMmerorcs B BuOy
ABTOHOMHBIE IIPOTpPAaMMHBIE KOMIIOHEHTBI C CHUCTEMaMH
HCKYCCTBEHHOIO HHTEIJIEKTa - [0 Mepe TOro, Kak OHH
B3aMMOJICHCTBYIOT C  HMH(OPMAIMOHHBIMH  CHCTEMaMH
MPENpHUATUS U, NOTEHIUAIBHO, MONy4YaloT pa3pelieHus Ha
W3MEHEHHE COCTOSHHUS, OHHM CTaHOBSTCSI HOBOW 00JacThiO
ynpaBieHuss uaeHTuukanued. OpraHuzaliy — JOJKHBI
3HaTh CTeNeHb JOCTyna W (YHKIWH 3THX HPOrPaMMHBIX
areHTOB.

30ecv modicHO mposecmu  napanienv ¢ HAPOSPAMMHBIMU
pobomamu (RPA), ucnoavsyemvimu Oisi agmomamu3ayuu

[13].  Awnanocuumvie  pobomvl ¢ UCKYCCMBEHHLIM
UHMELIeKMOM He b6yoym, 04eBUOHO, cmons
NpeoCcKazyeMblMu.
Attack L
ML Pipeline
Surface

Puc. 1. IloBepxHoctu atak orpasieHus [17]

4. MLSecOps wu TtectupoBanue Mozeneil. OcHaiieHue
KoHBeitepoB  paspaborku WM komom MIO3BOJIUT
pa3paboTynkaM Kak MCKaTh YA3BHMOCTH, TaK U CO3IaBaThb
crien(UKanuio MOJENH I OTCISKUBAHUSA M NPOBEPKU. B

Machine Learning MLSecOps

Security

Puc. 2. MLSecOps [19]

ML MODE g « &

3. Peectpsl Mozieneil/ys13BUMOCTH HA0OpOB MHCTPYMEHTOB H
PHUCK IIETIOYKH IOCTaBOK: HEOOXOAWMBI MHCTPYMEHTHI IS
TIOMCKa YS3BUMOCTEH B KOJIe MOJZIENIEH ¢ OTKPBITBIM KOJIOM H
B HaOopax MHCTPYMEHTOB (Hanmpumep, ysa3BuMocTb PyTorch
[14]). CropoHHHE 3aBUCHIMOCTH B BBIIICCTOSIINX CITy0ax
MPECTABIISIFOT co00# erne oauH (akTop pucka, Hampumep,
omubOka B kerre Redis 3arponyna ChatGPT [15].

Ipumeuanue. 3azpysicaemvie MOOenU MO2YM COOEPIUCAMb

6pedoHOCHbIL KOO,  Hanpumep, 6  eecax  [16].
Cmanoapmmuule @petimsopru moeym ovimb
KOMRPOMEmUpo8anvl. max Hasvigaemas ‘‘cienas amaxa’ —

Moouukayus yHKYUU 8bIYUCTEHUS NOEPL 3ampazueadem
8ce MoOoenu, 3anyckaemvie Ha Makou eepcuu perimeopra
[8]. Coomeemcmeenno, npu noucke ysazeumocmeu Al Red
Team — 5mo 603MOAHCHBIE NOBEPXHOCTU AMAKU - pUC. 1.

Attack
Surface

Data
Collection

Code
Poisoning

STOT MpOLIECC TAKXKE MOXHO HHTETPHUPOBATH CTPECC-TECTHI
JUIA OIEHKH YCTOMYMBOCTH MOJENeH K pa3iMyHbIM THIIAM

JAaHHBIX M TUINWYHBIM aTakaM Ha CTaJud IOATOTOBKU K
sKkcrutyatarmmu [ 18, 19] — puc. 2.
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Ipumeuanue. 30eco aemop pabomwvr [12], kasicemcs,

Heckonbko — onmumucmuyer. Ilposepsmb  moldeau Ha
MPEHUPOBOYHOM HADOpe OAHHBIX, KOHeuHo, modcHo. Ho, 6
obwem cayuae, MO He ChAcem, HaAnpumep, Om

BO3MOICHBIX COBU208 OAHHLIX NPU Pabome HA 2eHePAbHOU
cogokynnocmu dannwlx [20]. Taxoil cosue, 6 yacmuocmu,
ModIcem  C8UOemenbCmeo8amsy 0 HNOIHOU nomepe  Ces3u
MedHCOY  3ABUCUMBIMU U HE3ABUCUMBIMU  NePeMEHHbIMU
(cogue KOHYyenyuu), a nepempeHuposKd, OUeGUOHO, He
oueHb nooxodum Ons modeneu, pabomaowux 24/7 6
Kpumuueckux npunogicenusx. Kniouesvim snemenmom ma
puc. 2 sensemcs Trusted AI, umo coomeemcmeyem max
HA3bI8AEMbIM ~ 00BEPEHHbIM — NAAMPOPMAM — MAUUHHOZO
obyuenus [21]. Dmo mema omoenvroeo paccmompenus.

5. Koudurypauust wmozpenu. CymiecTByeT BepOSTHOCTh
BO3HHMKHOBEHHS PUCKOB B HACTPOMKAX M KOH(UTYpaIHsX T10
Mepe TOro, Kak MOJEIM CTaHOBATCS OoJiee CIOXKHBIMH U
MIPOIYKTUBHBIMH, YTO MTOXOXKE HA HEMPABUIbHYIO HACTPOHKY
00JIaYHBIX CEPBUCOB.

['oBopss o mpobieMax IEepHOAa HCIOJIHEHHsS (BBIBOIA),
MOYKHO OTMETHUTH CIEIyIollee

1. Ataku yKiIOHEHHS. DTO Kacaercsl U OOJIBIINX SI3BIKOBBIX
Mozeneit — TaM ecTb prompt injection [22].

2. OrtpaBreHue HaHHBIX:
KOHTPOJLA HPOTHB
BPEAOHOCHBIX,
HETOIEP)KUBAEMBIX JAaHHBIX C IENbI0 HCIOJIb30BAHMS
MOZEIH WY CHI)KEHUS €€ IIPOU3BOUTEIEHOCTH.
Tpumeuanue. Paseedounvlii anamus u OYUCKA OAHHIX
OOMICHbL  ObIMB — YACMbIO  00BEPEHHLIX — NAAMPOPM
MawunHoz2o obyuenus [21]. Ho nposepams (3awuwiams)
HYJICHO U cKayusaemvle npedobyyenusie moodeau [23].

HEOOXOAMMO BBECTH MEpPHI
BBOJA 3JI0YMBIIIJICHHUKAMHU
HHM3KOKAa4€CTBEHHBIX WAIA

3. Kpaxa wmozenu: HeOOXOIMUMBI Mepbl OE30MaCHOCTH,
9TOOBI HE JaTh 3JI0yMBIIUICHHUKAM IOJIy9UTh Beca MOJICITH
WA BOCIPOM3BECTH TIPAHHIYY DPEIICHUS WIH IIOBEACHUE
3aIIaTeHTOBAHHOU MOJEH.

Ipumeuanue. Kax moavko mooenb MAWUHHO20 00YueHUs

OmKpbvleaemcsi Ons  GHEUHUX 3anpocoes,  Nno:AeiNAemcs
BO3MOINCHOCMb amakx, CBA3AHHbLX c Kpaafceﬁ
I/IHmeJl]leKmyaﬂbHOﬁ cobcmeennocmi umu

Heasmopu308aHH020 00CmMyna K 0auHvim moodenu [24].

ITockonbKy, Kak MbI NMHCAJIH BBIIIE, PA3BUTHE TEMBI OBLIO
CTUMYJIMpPOBaHO BHeapeHneM LLM, crnenyromue ITyHKThI
KacaroTCsl IMEHHO OOJBIINX S3BIKOBBIX MOIETIEH.

4. Omuenka orBera LLM. OTCyTCTBHE OIIEHOYHOTO KOHTPOIIS
HETIPaBUIIGHBIX WJIM TOKCHYHBIX OTBETOB IIPEJICTABIISAET
€000l pUCK ¥ MOTEHIMAIBHBIA PEMyTAlMOHHBIN yIepo Iuis
kommanuil. Jlngnas wHpOpMamus W OTKa3 OT aBTOPCKHUX
TIpaB SIBISFOTCS €Ile OJTHUM IOPUANYECKHM pHCKOM. OrsiTh
e, B OCHOBE MPOOJIEMBI OIIEHKH OTBETA JIEXKHT MEPEXOf OT

ACTCPMUHHUPOBAHHBIX PE3YIBLTATOB
o0ecrieueHHsI K CTOXaCTHUYECKHM.

MIPOrPaMMHOTO

5. Tlomumo yrmoMmsiHYTBIX BhIIIe prompt injection attack
[25], cymectByro eme W Tak Ha3bIBAEMBIE HEIPSIMbIC
3anpocel (Indirect prompt injection attacks). Jlaxe ecim
TMOZICKa3Ka cama 1o cebe XOpOIIo MOCTPOeHa U He SIBJISETCS
BpPEJIOHOCHOM IO CBOEH CYTH, CHUCTEMBI C BO3MOXHOCTSIMHU
areHTa ®  JOCTYIHBIMH  IDIATHHAMH  TIPEJICTABIISIOT
JIOTIONTHATEIIFHBIN pUCK. Hampumep, mpuTIalIeHHEe MOXET
BBI3BIBATE  BEO-CTPAHUIy CO  CKPBITBIMH B  HEH
KOMMCHTApUsAMH,  TpPCAHA3HAYCHHBIMH  JUIA  3aMEHBI
HCXOJHOTO TPHIJIANICHUS TIONb30BATENs, WIH BHEIPCHUS
TOJIE3HBIX JTAHHBIX, KOTOpBIC CO3/a0T
CKOMIIPOMETHUPOBAHHOE COEAWHEHHE CO 3JIOHAaMEPEHHOM
TpeThell CcTOpoHOM. llemoyka TUIarMHOB TaKXe MOXKET
MPUBECTH K JCKAJIAIUKM pa3pelicHUd W KOMIIPOMETAIUU
[26].

III GOOGLE SAIF

Komnanuss Google mnpennoxuna SAIF  (Security Al

Framework) [27], koTopslii onpenensier 6 OCHOBHBIX 3a/a4
B obnactu obecniedeHus 6e3onacHocTH cucteM Al.

1. PacrmpoctpaHuTe CTPOTryIO CHCTEMY 0E30MacHOCTH Ha

KOMIIOHEHTHI  (mozacucteMbl)  MckyccTBeHHOrO
MHTEIUIEKTa
2. PacimuppTe  BO3MOXKHOCTH ~ OOHapyKeHHS |

pearupoBaHusi, 4YTOObl OHM OXBATBbIBAJIH M YTPO3bI
CHCTEMaM HCKYCCTBEHHOIO MHTEILIEKTa

3. ABTOMATH3HpPYHTE 3aIIUTy, YTOOBI WATH B HOTY C
CYLIECTBYIOLIMMH U TOSIBIISIOIIMMUCS yIPO3aMH.

4. T'apMOHM3HPYITE AJIEMEHTHI YIIPABICHHS Ha YPOBHE
wIaTGopMbl, YTOOBI OOECTICUUTh EANHOOOPa3HYIO
0€30IacHOCTb BO BCEH OpraHHU3aIHH.

5. Apantupyiite 3JIEMEHTHI YIIpaBICHUS JUTSt
KOPPEKTHPOBKH MEp IO CHIDKCHHIO DPHUCKOB U
co3naHus Oosiee OBICTPHIX LUKIOB OOpPaTHOW CBSI3U
Ju1s pa3BepTbiBanus UL

6. Ouennure puckn cucteMbl MM B oKpyXaromux
Om3Hec-Tporeccax

Coobpaxenust o peanmmzanuu SAIF m3noxeHsr B pabore
[28]. Ecmum cmemoBath KOMMEHTapusaM w3 paboTsl [29], TO
MOHO, HAIIPUMEP, OTMETUTD CIICTYIOIIEE.

Jns myHKTOB | W 2 XOpOIIMM HCTOYHUKOM SBIISIETCS
amimac atak MITRE [30] — 3To kak pa3 oTBET Ha BOIIPOC YTO
sammmate B MW, [Ipyroil HCTOYHMK 3HaHWM — 3TO
paccmatpuBaemsrnii Hike GAIA top 10.

Jns myHkTa 3 B KadecTBe HCTOYHUKA WH(pOpMAIn
MOXKHO yKa3aTb CBEXHUU NOKyMeHT oT Toro k¢ MITRE -
ATLAS mitigations [31]. ba3oii aBTOMaTH3aIMu SIBISIETCS
MOHHUTOPUHT PabOTHl KOHBEHepa MAIIMHHOTO OOYUSHUS IS
OTCIICKMBAHUS YIPO3 U AHOMAIIHH.

PI/ICKI/I, KOTOPBIC YIIOMHUHAIOTCS B ITYHKTC 5, MMPONCTCKAKOT
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3 MOACIN YyIpo3 IJisd KOHBeﬁepa MAalIuHHOI'O O6y‘-I€HI/I$I. Hx
CHWIKCHUC — 3TO PaCCMOTPCHHUE CICAYIOIIUX BOIIPOCOB:

e bezonmacHOCTh MaHHBIX. J[aHHBIC, UCTIONB3YEMBIC IS
0o0y4eHUs] W pPa3BEPTHIBAHUS MOJEICH, JIOIKHBI
OBITh HAJISKAIIMM 00pa30M 3aIlHIICHBL.

e besomacHocts Moxenu. Momenn MM momkHBI OBITh
HaJISKAMM 00pa3oM 3allMIICHBl C ITOMOIIBIO
TaKuX Mep, Kak TPOBEPKa BXOMHBIX JTAHHBIX,
OYUCTKA BBIXOJHBIX JAHHBIX W MOHHTOPHHT
paboTHI MOJIETICH.

e besonmacHocTh  OkpyxkeHus. Cpema, B KOTOPOM
pa3BepTeiBatoTcss Mozaenun MU, nomxkHa OBITH
JIOJDKHBIM 00pa30oM 3alMIICHA C UCIIOIb30BAaHUEM
TakKuX Mep, Kak O0e30MacHOCTh U TPOBEpKa
MIPOrPaMMHOT0 OOCCIIEYCHUs], CETMEHTAIIUS CETH U
KOHTPOJIb JJOCTYTIA.

Ecte Bapmant or Google omenku yrpo3 cucremam WU:
GAIA (Good Al Assessment - coit Bapuanr OWASP top
10) [29]. Dto cnmcok Hanboee PacIpPOCTPAHEHHBIX aTaK U
caabeix Mmect WU,
UCIIONB30BATh NPOTUB KOHLENTYaJbHOro KoHBekepa WU

KOTOpBIE 3JIOYMBILUIEHHUKA MOTYT
(Oa30BBIi KOHBEHep: TPEHUPOBKA — TECTUPOBAHHE —
SKCIUTyaTallMs) WM UMEIOIICHC TeHepaTUBHON Momenu. B
COJIEp’KaHUU OTUX ITyHKTOB TaK)Ke O4e€BUAHO BiusHue LLM.

GO01 — OnepaTtuBHAs HHBEKIHA

31ech 3JI0YMBINUICHHUK IIOINBITACTCS BBECTH HEBEpPHbIC
JIaHHbIE WM WH(OpPMALMIO B KOMAHIHYIO CTPOKY, YTOOBI
3aCTAaBUTh Bally MOAENb JeJaTh TO, YTO BBl HE XOTHTE,
HalpuMep, MONIbITaThCA IOIYYHTh JOCTYm K 0a30BOH
OINEPALMIOHHON CHCTeME WM 3acTaBUTh €€ BbIAABAaTh
CMYLIAIONIME PEe3YyJIbTAThl, KOTOPbIE MOLYT IOACIUTHCA B
COLMAJIBHBIX CETAX.

G02 — PackpbiTie KOHPHUICHIIMATBHBIX JaHHBIX

3nech  3JIOYMBINUIEHHHK MOXET IONYy4YUTb JAOCTYI K
KOH(QHAEHIMANBEHBIM ~ JAaHHBIM ~ H3-32  HEJOCTaTOYHOH
00paboTKK O0y4aromMX JaHHBIX WJIM H3-32 TOTO, YTO
3JOYMBIIIIEHHUK ~ MOJMydaeT  JOOCTYl K  0a30BOMY
TEXHOJIOTHYECKOMY CTEKY.

G03 — Hapymenne nenocTHOCTH JaHHBIX

3/ech 3II0yMBINIICHHUK MOXET BHEIPHUTH COCTSI3ATENIbHbBIC
JIAHHBIE B MOJIENb WM 0a3y JaHHBIX BHEJPEHUH MOCIIE TOrO,
KaK 3JOYMBIIUICHHUK MOJYYUT JOCTYl K 0a30BOMY
TEXHOJIOTHYECKOMY CTEKY.

G04 — IInoxoit KOHTPOJIb JOCTYIIA

B osroM cnydae 0a30BBI TEXHONOTMYECKAH CTEK HMEET
HEJIOCTATOYHBIN KOHTPOJb JOCTYNa, M 3JIOYMBIIUICHHHK
MOXET 3arpy3uth Mojenb. Jlpyroit Bapmant - API-
uHTEepQeiicsl He ObuM pa3paboTaHBl C y4eTOM KOHTPOIIS

JIOCTYTIA.

GO05 - Henmocratounas ¢wibTpamms MOACKA30K W

TAJLTIOIMHAINA (nocaednuti mepmun onsi LLM onuceisaem
cumyayuro, Ko20a Omeem CUIbHO GbIXOOUM 3a PAMKU
60NpOCaA, NPeds3sam Uil NPOCMO HeGepPeH).

3nmech GUIBTPBI MOACKA30K HE OBUTH JOMKHBIM 00pa3zoM
NpOBEpEHbl WM HE  CONOCTaBJIIEHBI CO  CIydasiMH
3JI0yNOTPEOICHNH, WIN Ta/UTIOIMHAIIMK OOIIMX JTaHHBIX HE
OBUTH TOJDKHBIM 00pa30M MPOBEPEHBI UITH HE COMOCTABIICHBI
CO CITy4asiMU 3JI0yTOTPEOICHHUI.

G06 — UpesmepHblit 1OCTYI [Tl areHTa

3T0 Korna MyOJMYHBII MPOrpaMMHBII areHT UMEET JOCTYII
K YacTHBIM/OTpaHMYEHHBIM BHYTpeHHHMM API, wm
MyOJNWYHBIN areHT UMeeT JOCTYI K YaCTHBIM/OrpaHUYEHHBIM
MOZENSAM, WIM areHT KMeeT JOCTyll K (PHHAHCOBBIM

CUCTEMaM.

G07 — ATaku Ha IIETIOYKY IIOCTaBOK
[TomoOHO cTekaM TeXHOJIOrHH pa3padOTKU MPOrpaMMHOrO
obecrieyeHus,  CTEKM  TEXHOJIOTMH  HCKYCCTBEHHOI'O
UHTEJIEKTa II0JaraloTcsi Ha  MHOXKECTBO  CTOPOHHHUX
Ooubmuorex (ocobenHo Oubmmorek Python). Ecim BB
UCTIONB3yeTe OUOIMOTEKH C OTKPBITBIM HCXOAHBIM KOJIOM,
3TW OWOJIMOTEKH MOrYT OBITb CKOMIPOMETHPOBAHBI
Kpome

CTOpOHHHE peno3uTopuu moxpened MU moriam  ObITh

3JIOHAMEPEHHBIMH  TPETBbUMHU  JIUIIAMHU. TOTO,
CKOMITpoMeTHpoBaHbl. CTOUT OTMETHUTh, YTO CaMma MOJIEIb,
€clIM OHa TIOCTPOeHa ¢ Hucrmons3oBaHueM Python, moxker
UMeTh KOH(UIypaluio IO YMOMYaHUIO, COCTOSIIYIO U3
CMECH KOZa U JaHHBIX, U MOTEHIMAILHO MOXKET 3aIlyCKaTb
KOJ 3JI0YMBILIUICHHUKA IpPU YCTaHOBKE (omo mo, umo

Hazvleaemcs ompagienue mooenell).

GO8 — ATtaku THIIa «OTKa3 B OOCITY>KUBaHUN»
B sToM ciydae perynupoBaHue WM OTpaHUYCHHE CKOPOCTH
OTCYTCTBYET HJIH OalaHCHPOBKA Harpy3KH HEIOCTaTOYHA.

G09 — HemoctaToyHoe )ypHaIHPOBAaHHE

Kak u B ciiygae co CTaHZApPTHBIMH CT€KaMH TEXHOJIOTHIA,
CYLIECTBYIOT pPAa3JIM4YHBIE TOYKH, B KOTOPBIX IIOJIE3HbIE
JaHHBIE JKYpHAJIOB MOTYT OBITH COOpaHBI U OTIPABJIEHHI B

neHTpanu3oBanHylo cuctemy SIEM, kotopas Moxer
TIOMOYb 3alUTHAKAM WAECHTU(HUIIIPOBATH
NPOJOJDKAONIYIOCST  aTaky. BeneHme KypHama 4acrto

SIBJISIETCS] BTOPOCTENEHHBIM BOIIPOCOM JUIsl KoHBerepoB .

G10 — Hebe3omacHoe myOIMYHOE pa3BepTHIBAHIE
IIprmmepamu  cmydaeB  HEOGE30MACHOTO  ITyOIWYHOTO
pa3BepTHIBAaHMS MOTYT OBITh  MOJENH, pPa3BEPHYTHIE
HETIOCPE/ICTBEHHO Ha HE3aIIMIIEHHOM CEepBEpe BHIBOJA WM
JIOCTyIHBIE ISl TipsAMoit 3arpy3ku. Kpome toro, API BeiBoza
wi  BeO-cyx0a yA3BUMBI, HE WCIPaBIEHBI W HE
OOHOBJICHBI, a TAKXE CYIIECTBYIOT YYETHBIE 3aIHCH C
Ype3MEPHBIMH Pa3pPEIICHUSIMU.

Ha puc. 3 moka3zansl yactu koHBeitepa U, koTopeie MoryT
ObITh ys13BUMBI [u1st ToTI-10 GAIA.
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Oprasusanmsam ciemyer YUUTHIBATh CBOH
TexXHoOJIornueckuii crek BMmecre ¢ Tom-10 GAIA, xorma
3a/laeTcs BOMPOC «KaK HaM 3TO OOCCIICUUTH» YUHUTHIBAs,

4qTo KOHBeﬁep nun MOCTPOCH Ha MU3BECTHLIX TCXHOJIOTUAX, H,

GAIA Top 10 Attack Surface (Pipeline)

\

Gather Data »

d o g

+

Puc. 3. GAIA top 10 ataku [29]

IV JIPYTUE ®PEMMBOPKH U MIHCTPYMEHTHI Al RED TEAM

U3 apyrux o¢peiimBopkoB miast Al Red Team wmoxHO
OTMETUTh UHCTpYMeHThl MukpocodT miss LLM [32] (yactb
cepsuca Azure OpenAl). OpenAl umeer rpymmy okoio 50

CIIEOBAaTENbHO,  JIIO0BIE 1o
CMSITYCHHIO TIOCIICACTBHH aTaK IMPENCTaBIAIOT COOOH, B
OCHOBHOM, MOIU(HKAIIMHA  CYIIECTBYIOIIUX  CPE/ICTBA

KOHTPOJIA 0e30MacHOCTH.

X

Don't be
» Production

HNPUHUMACMBIC MCPBI

Test the
model

evil/wrong
feedback loop

yenoBek it GPT read team [33].

MukpocodT (HAOMHHM, 4YTO HMMEHHO 3Ta KOMIIAHUs
crout 3a co3ganueM Atimaca MITRE mo cocrsizarenbHbIM
atakam), B cBoil crathe 0 Al Red Team [34] npuoaut
CCBUIKH Ha PsiJi TIOJIE3HBIX UHCTPYMEHTOB.

2 ‘ Compliance Risk H Technical Risk H Reputational Risk ‘
o

Recon Model Vulnerabilities Technical Vulnerabilities Harm and Abuse
& Base Model [ Evasion ] [Inversion] Lack of Qualtity-of-Service
k=] Discovery Authentication Harms
[=] o = =

Extraction| | Poisonin:
E Serving [ ] [ g] | Insecure | [Allocation Harms]
g Infrastructure [ Membership Inference ] Deserialization [ nappropriate Use]
; Lack of Input

Dataset Collection iact .

[ [ Prompt-Injection ] Validation [ Stereotyping ]
E Pre Train Time Inference Post
_EI d_ Data Data Model Model Model System EOL

Ideation || | | collection | | Processing | | Training Evaluation | | | | Deployment | | Monitoring | || ]
4
(%]
-
g o O e ) ||| (e | | fromenesd | || | (520
: S | | (Aeceerae] | | (A | |- | (ko) : 2

g AT || —
=
=

Puc. 4. YUro oneamBaer Al Red Team [40].
Hampumep, mkama ommOOK SKM3HEHHOTO — IMKIIA
paspabotku cuctem WU [35], mogxon k omeHke pruckoB N

[36], MaTepuanbl M0 MOAEIMPOBAHUIO Yrpo3 st cucteM MU
[37], mopran, mocBsmeHHBNA oTBeTcTBeHHOMY WU [38],
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TAKCOHOMHUSI TI0 YMBIIUICHHBIM M  HENpeIHAMEPEHHBIM
cbosm cuctem MU [39].

NVIDIA [40] noctaTouHO TOApOOHO pacicana 3agadu 1
pabory cBoeii Al Red Team. Ha pucynke 4 npencraBieH
(GpeliMBOpK, KOTOPBIH HCIONB3yeTcs I omeHKd B Red
Team.

Ha Bepxnem ypoBHe ocHOBHble 3amauun Red Team
ONHUCHIBAIOTCSI  AHMIOSI3BIYHOM  abOpeBmarypoit  GRC
(governance, risk, and compliance - ynpaBieHue, pUCKH U
coorBercTBue TpeboBaHuAM). GRC sBusieTcss BBICIINM
YPOBHEM yCHIHH 1O 0OeCreueHH0 HH(GOPMAIMOHHOMH
Oe30macHOCTH, obecreyrBasl TEPEUUCICHHe, MNepeaady Hu
peanu3anuio TpeboBaHMit Ou3Hec-Oe3omacHocTH. K prckam
BBICOKOTO YPOBHSI OTHOCSTCS:

e TexHUYECKHH PHUCK: CHUCTeMBl WM mpoueccsl ML
MOJBEPraloTCs PHUCKY B pe3ylbTaTe TEXHUYECKOU
yA3BUMOCTHU WJIM HEJJOCTATKA.

e PenyTralMoOHHBIM PUCK: INPOU3BOAUTEILHOCTh HIIU

IOBEACHUE MOIEIM IUIOXO OTpPaXaloTcs Ha
opraHusauuu. B 3Toli HOBOM mapagurMe 3T0 MOXKET
BKJIFOYaTh B ce0s BBIIYCK MOJENH, KOTOpas Oyaer
UMETh IIMPOKOE COLMAIBHOE BO3/ICHCTBHE.

e Puck HecoOmoaeHust TpeboBaHuii: cucrema ML He
COOTBETCTBYeT TPEOOBAHUAM, UYTO MPHUBOIHT K
mrpadam
KOHKYPEHTOCIIOCOOHOCTH.

nim CHHKXCHHIO

OTH KaTeropuu pUCKa BBICOKOTO YPOBHS HPHUCYTCTBYIOT
BO BCEX HMH(OPMAILMOHHBIX CHCTEMaX, BKIIOYas CHCTEMBI
ML.

V 3AKJIIOYEHUE

Tema Al Red Team, crpemurensHo Bo3HUKIIasK ietoM 2023
roja, HECOMHEHHO, IOJYy4YUT CBOE pa3BUTHE. BypHBIH poct

9TOH  TeMBI SBISETCS  CBHIETENHGCTBOM — TOrO,  YTO
HampaBjieHHe 0Oe30macHocTH cucTeM M cKycCcTBEHHOro
Wurennekra  (MalMHHOrO  OOY4YeHUs))  MEpeunio B

MPAKTHIECKYI0 007acTh. DTO CBHICTENHCTBO TOTO, HTO
CHCTEMBI MAIIMHHOTO OOYYEHHS MAacCOBO BHEAPSIOTCS B
OU3HEC-TIPOIIECCHI KOMIIaHWH W, COOTBETCTBEHHO,
CTaHOBSITCS HHTEPECHBIMU OOBEKTAMH IS aTak.

Bornbiryto ponb B CTOIb CTPEMHUTENBEHOM PA3BUTHH 3TOTO
HampaBJCHUS]  CHITPAJO  YCIENIHOE  PAaCHpPOCTPAHCHHUE
ChatGPT wu npyrux S3bIKOBBIX Mojenel. DTO peajbHO
caMblil  JEMOKPAaTUYHbIA W MOHATHBIM HAa  CEroJIHs
MIPAaKTHYECKU HMHCTPYMEHT HCKYCCTBEHHOIO WHTEIUIEKTa,
KOTOPBI OKa3ajcs OTKPBITHIM JUIS aTak.

Kak cnenmyrommii 3tam pa3BUTHSL 3TOrO HANpaBICHUS

ClemyeT, OUYeBHIOHO, OXKWAATh TOSBICHUS (pa3BUTHS)
cpeacts  aBTomarmsanuu. CocTs3aTenbHBIE AaTakW, B
MIPUHIOMUIIE, CTPOATCS C TOMOINBI0 CHCTEM MAIIUHHOTO

00yueHus], TaK YTO aBTOMATH3aLMs 3/IeCh BBITVISAUT BIIOJHE
€CTECTBEHHO. Kax CYILECTBYIOIIIE ~ WHCTPYMEHTHI
aBToMaru3anuu paborel Al Red team MOXHO yka3aTb,

Hanpumep, Microsoft Counterfit [41] u GARD project [42].

BJIATOJAPHOCTH

ABTOpHI GnaromapHbl COTpYIHHKaM kadenpsl
Wnudopmanmonnoir 6e3omacHocti daxkynbrera BMK MI'Y
nmerr M.B. JIoMoHOCOBA 3a IICHHBIC 00CYXICHUS.

Hccnenoanue BBITIOJTHEHO npu MOJIICPIKKE
MeXIUCIUILUTHHAPHON —HAyYHO-00pa30BATEIBHOW  IITKOJIBI
MockoBckoro  yHuBepcutrera  «Mo3r,  KOTHUTHBHBIC

CUCTCMBEI, HCKYCCTBCHHLIﬁ HUHTCIIJICKT.
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About AI Red Team

Dmitry Namiot, Elena Zubareva

Abstract The proliferation of machine learning
applications based on large language models (ChatGPT, etc.)
has brought attention to a well-known problem in machine
learning systems: adversarial attacks. Such attacks are special
modifications of data at different stages of the standard
machine learning pipeline (training, testing, use), which are
designed to either prevent the operation of machine learning
systems or achieve the special behavior of such systems
required by the attacker. In the latter case, the attacker
usually wants to ensure that the trained model reacts in a
special way (needed by the attacker) to input data prepared in
a certain way. There are also classes of attacks on machine
learning models that specifically interrogate running models
in order to obtain hidden information used in training the
model. All of the above attacks can be implemented quite
simply for large language models, which opened the eyes of
the business community to a real problem - the cybersecurity
of machine learning (artificial intelligence) systems
themselves. The answer was the accelerated creation of
corporate cybersecurity units that should test artificial
intelligence systems - Al Red Teams. The principles of the
construction and operation of such teams are discussed in this
article.

Keywords—  artificial intelligence, machine learning,
cybersecurity.
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